2024 YEAR-IN-REVIEW

FOUNDED 2000

Last year was an exciting and growth packed year! Take a look back at
what we accomplished in 2024 as an organization and an industry.

We look forward to what the New Year will bring and celebrating the
25th Anniversary of the IT-ISAC!

X
gé: COLLABORATION & ENGAGEMENT

« Welcomed 51 new members in 2024. Our membership spans
across five continents and a variety of industries, with each new
organization adding another unique and invaluable perspective.

e Published our first Annual Ransomware Report, Exploring the

_ Depths: An In-Depth Analysis of the 2023 Ransomware
Exploring Landscape and Insights for 2024. The report highlights data from
the Depths: 2,905 ransomware incidents and received quarterly updates
T e throughout 2024.

ey The Critical SaaS SIG produced a white paper on the Shared
Responsibility Model and a Holiday Advisory with tips on how to
avoid cyber attacks during the holiday season.

The Elections Industry SIG hosted a successful Tabletop
Exercise in June on the topic of Coordinated Vulnerability
Disclosure in conjunction with MITRE.

Launched the new Data Center SIG in April with founding
members from BAE Systems, Databricks, Equinix, Microsoft, and
Oracle.

THOUGHT LEADERSHIP }{

- Presented on panels and webinars across the nation, including webinars in
collaboration with Booz Allen, CISA, and the IT-SCC.

« Spoke at a number of conferences throughout 2024 including RSA, CompTIA
ChannelCon, and more.

« From digital to print, we secured 175 media placements throughout the year.

- Provided thought leadership to policymakers through direct engagement and
providing public comments on the:
o Federal Acquisition Regulation (FAR): Cyber Threat and Incident Reporting and
Information Sharing
o Cyber Incident Reporting for Critical Infrastructure Act (CIRCIA) Reporting Requirements

WWW.IT-ISAC.ORG



https://www.regulations.gov/comment/FAR-2021-0017-0056
https://www.regulations.gov/comment/CISA-2022-0010-0313

Attackers share with each other.
Defenders share with US.

« Released our new Predictive Adversary Scoring System
(PASS) tool, which allows members to identify adversaries they
should prioritize monitoring based on key factors.

« Increased the Adversary Attack Playbook library to over 200
playbooks tracking APT actors, mapped to the MITRE ATT&CK
Framework.

« Continued to build on the Ransomware Tracker we started in
2020 with now 8,400+ total ransomware incidents.

« Distributed 350 curated reports and newsletters including the
Daily Report, Weekly VEAR, Monthly Ransomware Report, and
Advisories.

« Hosted over 200 meetings throughout the year across our

committees and SIGs, including Critical SaaS, Data Centers,
Election Industry, Semiconductor, Technical, and more.

Promoted the IT-ISAC and industry
knowledge across our social media .—) m .
platforms with 125K+ impressions.

New Year, New Milestone!
2025 is IT-ISAC’s 25th Anniversary.
We look forward to celebrating 25
years of threat intelligence sharing
and collaboration with the industry.
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CELEBRATING 25 YEARS OF THREAT INTELLIGENCE SHARING

NOT A MEMBER YET? MEMBERSHIP@IT-ISAC.ORG
Become one todqy! WWW.IT-ISAC.ORG




